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© An IC card having a function of protecting erro- 
neous operation due to uncontact condition between 
an internal microprocessor chip and an external card 
reader. 

The IC card comprises a plastic card having a 
plurality of terminal pads located on the surface 
thereof, the plurality of terminal pads including a 
positive power suppl y terminal pad. a ground termi- 
nal pad and a reset signal input terminal pad. and a 
clock signal input terminal pad; an IC chip locating in 
the plastic IC card and being connected to the 
plurality of terminal pads; and a potential reducing 
circuit connected between the positive power supply 
tenninal pad and the reset signal input terminal pad; 
and a circuit for protecting erroneous operation of 
the IC chip comprising a first circuit for detecting 
incomplete contact between the power supply termi- 
nal pad and an extemal device to output a detecting 
signal, and a second circuit for generating a reset 
Signal to stop operation of the iC chip in response to 
the detecting signal. 
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IC CARD HAVING MEANS FOR PROTECTING ERRONEOUS OPERATION 



TECHNICAL FIELD TO WHICH THE INVENTION 
BELONGS 



This invention relates to an IC card having 
means for protecting erroneous operation due to 
incomplete electrical contact with an external power 
supply- 

RELATED BACKGROUND ART 



Recently, it has been expected that IC cards 
are used in many application fields, because of 
convenience for handling and large memory capac- 
ity. The 10 cards, which have high security against 
injustice use by others and can perform various 
processes by themselves, have been highlighted 
as a memory mediunn instead of the magnetic 
card. The IC cards find many applications for cash 
cards, personal illness history cards, identification 
cards, etc. 

An IC card is generally made of a plastic card 
and a semiconductor chip, tor example, microcom- 
puter chip and a memory chip sealed in the card. 
The IC card' also has plurality of terminal pads 
disposed on the surface of the plastic card. The 
semiconductor chip for IC card is usually a CMOS 
microcomputer chip which consumes less oper- 
ational power. 

tn use. an IC card is inserted into a card reader 
and then receives a power supply and control 
signals from the card reader through the terminal 
pads. Data reception and transmission are carried 
out between the IC card and the IC card reader. 

A prior art IC card is explained below with 
reference to Rgure 2. The prior art IC cards com- 
prise a microcomputer 100, disposed on a plastic 
card, terminal pads 10, 11. 12, 13 and 14. resistors 
R1. R2 and R3, and diode D1, D2. D3. D4. D5 and 
D6. as seen Rgure 2. The terminal pad 10 receives 
a positive power supply potential (VDD) (for exam- 
ple. + 5 volts) supplied from the card reader to the 
microcomputer 100. The terminal pad 11 receives 
a reset signal ( RES ) from the card reader to the 
microcomputer 100. The terminal pad 12 receives 
a clock signal from the card reader. The terminal 
pad 13 receives a serial data (310) from the card 
reader and transmits a serial data from the micro- 
computer 100. The terminal pad 14 receives a 
reference electric potential (GND) (for example, 0 
volts) from the card reader. The prot ctive resis- 
tances Ri. R2 and R3 are placed b tween those 



terminal padsll. 12 and 13, and the microcom- 
puter. The diodes D1-D6 are connected between 
the terminal pads 11-13 and the terminal pad 14. 
forming a protective circuit together with protective 

5 resistance R1-R3. The protective circuit configura- 
tion is suitable for protecting the gate insulating 
layers of a CMOS input circuit (see the Japanese 
Patent Publication NO. 48-30189). 

The above mentioned IC card operates on an 

JO external power source supplied through the termi- 
nal pads thereof which is contacted mechanically 
with the terminal pad of the card reader. If in- 
complete contact between the terminal pads and 
the card reader occurs, a potential supplied 

75 through the reset signal input terminal pad 11. the 
clock signal input terminal pad 12 and the serial 
signal terminal pad 13, is supplied to the power 
supply line through the resistors RI, R2 and R3. 
and the diodes D1 to 06, The potential is dropped 

20 by the protective resistors and the diodes, and is 
unstable because clock signals are input. However 
the microcomputer formed of CMOS circuits can 
incompletely operate on such a dropped voltage. 
Incomplete contact between terminal pads and a 

25 card reader may destroy data stored in an EEPR- 
OM or an EPROM in the microcomputer. 



DISCLOSURE OF THE INVENTION 



According to the present invention, there is 
provided an IC card having a power supply poten- 
tial detector, and a reset signal generator to gen- 
35 erate a reset signal in response to an output signal 
receiving signal of the detector. 

ADVANTAGEOUS EFFECTS OF THE INVENTION 
40 IN THE CONTEXT OF THE BACKGROUND ART 



An IC card according to the present Invention 
has an advantage that erroneous operation can be 
prevented even if incomplete contact occurs be- 
tween terminal pads and an IC card reader. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIGURE 1 is a circuit diagram of an IC card 
having a erroneous operation prevention function 
according to this invention; 



2 



3 EP 0 341 712 A2 



FIGURE 2 is a circuit diagram of a prior art 
IC card; 

FIGURE 3 Is a waveform diagram at various 
nodes of a positive power supply potential detector 
for an IC card according to this invention; 

FIGURE 4 is a waveform diagram at various 
nodes of a ground potential detector for an IC card 
according to this invention; and 

FIGURE 5 is a waveform diagram at various 
nodes of a reset signal generator for an IC card 
according to this invention. 



DESCRIPTION OF SPECIAL EMBODIMENT 



In Figure 1. an IC card comprises a microcom- 
puter 100. protective resistors Rl. R2. and R3. 
protective diodes reversely connected D2, D4 and 
D6. and an erroneous operation preventive circuit 
A power supply terminal pad 10 (VDD) is provided 
with a positive pote ntial o f + 5 volts from an exter- 
nal card r eader. A reset signal input terminal pad 
1 1 ( Hes ) is provided with a reset signal from the 
card reader which initializes the microcomputer A 
clock signal input terminal pad 12 (CLK) is pro- 
vided with a clock signal from the card reader. A 
terminal pad 13 (SIO) relays data in a serial form 
between the microcomputer 100 and the card read- 
er. A ground terminal pad (GND) is provided with a 
potential of 0 volts from the card reader. A protec- 
tive resistor R1 is coupled between the temiinal 
pad l'l and the gate electrode in a CMOS input 
circuit of the microcomputer, and R2 between the 
terminal pad 12 and a gate electrode in a CMOS 
input circuit of the microcomputer, and R3 between 
the terminal pad and the gate electrode in a CMOS 
input circuit of the microcomputer. A potential re- 
ducing circuit D11 is coupled between the power 
supply terminal pad 10 and the gate electrode of 
the CMOS input circuit. The potential reducing 
circuit D11 is formed of diodes Dl1a and Dllb 
serially connected, the cathode being connected to 
the power supply terminal pad. and the anode 
being connected to the gate electrode of the 
CMOS input circuit A protective diode D2 is coup- 
led between the gate electrode of the CMOS input 
circuit and the ground terminal pad. the cathode 
being connected to the gate electrode of the 
CMOS input circuit and the anode being connected 
to the ground terminal pad. An electrostatic break- 
age preventing circuit for the CMOS input circuit 1 1 
comprises the protective resistor R1 , the potential 
reducing circuit D11. and the protective diode 02. 
In the same way. an electrostatic breakage pre- 
venting circuit for the CMOS input circuit 12 com- 
prises the protective resistor R2, the potential re- 
ducing circuit D13. and the protective diode 04, An 



electrostatic breakage preventing circuit for CMOS 
input circuit 13 comprises the protective resistor 
R3. the potential reducing circuit D15, and the 
protective diode 06. 
5 An erroneous operation preventing circuit com- 

prises the potential reducing circuits D11. 012 and 
013. a ground potential detector 20, a power sup- 
ply potential detector 30. and a reset signal gener- 
ator 40. 

yo The ground potential detector 20 comprises a 

potential dividing resistive circuit an N-channel 
transistor T25 and a capacitor 026. The potential 
dividing resistive circuit comprises resistors R21 
and R22 serially connected between the power 
/5 supply terminal pad 10 and the ground terminal 
pad. The drain electrode of an N-channel transistor 
T25 is connected to the power supply terminal pad 
10, the source electrode is connected to the clock 
signal line, and the gate electrode is connected to 
20 the node N24 of the resistive voltage divider. The 
capacitor C26 is connected parallelly to the resistor 
R22. 

The ground potential detector 20 detects a 
potential more than zero volts at the ground termi- 
25 nal pad 14. and outputs a detecting signal at the 
drain of the transistor T25. The power supply po- 
tential detector 30 comprises a protective N-chan- 
nel transistor T32, a resistor R31 and a P-channel 
transistor T33. The protective N-channel transistor 
30 T32 has the drain electrode connected to the pow- 
er supply tenninal pad 10 through the resistor 31. 
and both the source electrode and the gate elec- 
trode connected to the ground terminal pad 14, 
The P-channel' transistor T33 has the drain elec- 
ts trode connected to the node N33, the source elec- 
trode connected to the reset line, gate electrode 
connected to the drain of the protective transistor. 
The power supply potential detector 30 detects a 
potential less than a power supply potential (for 
40 example +5 volts) and outputs a detecting signal 
from the drain of transistor T33 to the reset signal 
generator 40. 

The reset signal generator 40 comprises invert- 
ers 141. 142, an OR gate G43 and a R/S flipflop 44. 
is The reset signal input terminal of the R/S flipfiop 
44 is connected to the reset line through the in- 
verter 141 . and the set terminal is connected to the 
output of the OR gate G43. The OR gate G43 is 
connected to an output signal of the ground poten- 
50 tial detector 20 through the inverter 142 and to the 
node N33 of the power supply potential detector 
30. The re set signal generator 40 is initialized by 
the reset signal received at the terminal pad li. 
and outputs the reset signal to the microcomputer 
55 by receiving an output signal of the ground poten- 
tial detector 20 or the power supply potential de- 
tector 30. 

Next, operation of an erroneous operation pre- 
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vention circuit suitable for an IC card according to 
this invention is explained beiow. 

Let us assume that the power supply terminal 
pad 10 is incompletely contac ted to an external 
card reader, but both the reset signal input terminal 
pad 11 and the ground terminal pad 14 are in 
contact with the card reader to be provided with 
+ 5 volts and 0 volts, respectively. 

In this case, the power supply potential detec- 
tor 30 detects incomplete contact between the 
power supply terminal pad 10 and the card reader. 
The power supply potential detector 30 operates in 
accordance with the waveforms shown in FIGURE 
3. 

A potential of 4 volts appears at the power 
supply terminal 14 in spite of the defective con- 
tacts between the power supply terminal pad 10 
and the card reader, since the potential reducing 
circuit 13 decreases the power supply potential (5 
volts) . 

The power supply terminal pad 10 is at 4 volts 
and the source electrode of the P-channe! transis- 
tor T33 is at +5 volts, and the drain electrode of 
the protective transistor T32 is at 0 volts. The 
protective transistor T32, an N-channel transistor, is 
in off state. The protective circuit for the P-channei 
transistor T33 consists of the protective transistor 
T32 and the resistor R31. Since the potential of the 
gate electrode receives 4 volts, the P-channel tran- 
sistor T33 turns on to output an "H" level signal to 
the reset signal generator 40. This means that the 
potential at the gate electrode of .th e P-ch annel 
transistor T33 is less than that of the reset signal 
input terminal pad 11. For this reason, the power 
supply potential detector 30 also can detect an 
sudden drop in voltage at the power supply termi- 
nal pad 10, even if the terminal pad 10 is com- 
pletely contacted to the external card reader. 

In case both the power supply terminal pad 10 
and clock signal input terminal pad 12 are com- 
pletely contacted to the card reader to receive + 5 
volts and a clock signal having a swing of 0 to +5 
volts, respectively, while the ground terminal pad 
14 is incompletely contacted to the card reader, 
the ground potential detector 20 detects incomplete 
contact between the ground terminal pad 14 and 
the card reader. 

The ground potential detector 20 operates in 
accordance with the waveforms shown in FIGURE 
4 When the clock signal terminal pad 12 is in an 
"L" level, the ground terminal pad 14 becomes 0,5 
volts. In the ground potential detector 20. the sub- 
strate potential of the N-channel transistor T25 is 
0.5 volts and the source electrode potential of the 
N-channel transistor T25 is 0 volts. The resistance 
ratio of the resistors R21 and R22 are selected in 
that the transistor T25 turns on when the ground 
terminal pad 14 is in the uncontact condition, and it 



does not turn on when the ground terminal pad 1 4 
is in the contact condition. Preferably, the resis- 
tance ratio is 9:1. which turns the transistor T25 on 
to output an "L" level signal to the reset signal 
5 generator 40 when the ground terminal pad 14 
rises to about 0.5 volts. The capacitor C26 by- 
passes a potential rise on the ground terminal pad 
14 due to noise to prevent the ground potential 
detector 20 from unnecessarily outputting a detect- 

70 ing signal. 

The ground potential detector 20 can output a 
detecting signal when the potential of the ground 
terminal pad 14 rises the threshold potential of a 
diode. 

75 The reset signal generator 40 sends a reset 

signal to the microcomputer chip 100 in response 
to a detecting signal from the ground potential 
detector 20 or the power supply potential detector 
30. 

20 The reset signal generator 40 operates in ac- 

cordance with waveforms showing in FIGURE 5. 

The R.S flipflop 44 is reset in response to a 
reset signal on the reset signal input terminal pad 
11. Then, the BJS flipflop 44 receives a detecting 

25 signal from OR gate G43 to output a reset signal of 
an "H" level signal to the microcomputer 100. 

As a result, the reset signal generator 40 con- 
tinues to send a reset signal to stop operation of 
the microcomputer 100 while an !C card and an 

30 external card reader are in uncontact condition. 

INDUSTRIAL APPLICABILLITY 

35 

The IC cards according to this invention are 
applied for many applications, such as cash cards, 
personal illness history cards, identification cards, 
etc. 

40 

Claims 

1. An IC card having means for protecting 

45 erroneous operation comprising: 

a plastic card having a plurality of terminal pads 
located on the surface thereof, said plurality of 
terminal pads including a positive po wer s upply 
terminal pad. a ground terminal pad, a reset signal 

so input terminal pad, and a clock signal input termi- 
nal pad; 

an 10 chip locating in said plastic IC card and 
being connected to said plurality of terminal pads; 
a potential reducing circuit connected between said 
55 positive power supply terminal pad and said reset 
terminal pad; and 

means for protecting erroneous operation of said IC 
chip comprising a first circuit for detecting incom- 
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plete contact between said power supply terminal 
pad and an external device to output a detecting 
signal, and a second circuit for generating a reset 
signal to stop operation of said IC chip in response 
to said detecting signal. ^ 

2. An IC card according to claim i , wherein the 
said first circuit has a transistor having a gate 
electrode receiving a potential on said power sup- 
ply t ermina l pad. a source electrode connected to 

said reset signal input terminal pad. a drain elec- to 
trode connected to an input of said reset signal 
generator. 

3. An IC card according to claim 1. wherein 
said first circuit has a resistive potential divider 
connected between said positive power supply ter- is 
minal pad and said ground terminal pad to produce 

a divided potential.and a transistor having a gate 
electrode receiving said divided potential, a drain 
electrode connected to said power supply terminal 
pad through a resistor and connected to an input of 20 
said reset signal input terminal pad. and a source 
electrode connected to said clock signal input ter- 
minal pad. 

4. An IC card according to claim 1, wherein the 
said detector for .said positive power supply termi- 25 
nai pad and said first circuit has a transistor having 
a gate electrode receiving a potential on said pow- 
er supply termi nal pa d, a source electrode con- 
nected to said reset signal input terminal pad. a 
drain electrode connected to an input of said reset 30 
signaJ generator, and has a resistive potential di- 
videij connected .between said positive power sup- 
ply terminal pad and said ground terminal pad to 
produce a divided potential.and a transistor having, 
a gate electrode receiving said divided potential, a 35 
drain electrode connected to said power supply 
terminal pad th rough a resistor and connected to 
an input of said reset signal input terminal pad. and 
a source electrode connected to said clock signal 
input terminal pad. 

5. An IC card according to claim 1, wherein 
said potential reducing circuit comprises a plurality 
of diodes serially connected. 

6. An IC card according to claim 1. wherein 

said second circuit comprises a flip-flop circuit 45 
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@ IC card having means for protecting erroneous operation. 



<§) An 10 card having a function of protecting erro- 
neous operation due to uncontact condition between 
an internal microprocessor chip and an external card 
reader. 

The IC card comprises a plastic card having a 
plurality of terminal pads located on the surface 
thereof, the plurality of terminal pads including a 
positive power supply terminal pad. a ground tenmi- 
nal pad and a reset signal input terminal pad, and a 
clock signal input terminal pad; an 10 chip locating in 
Mthe plastic 10 card and being connected to the 
^plurality of terminal pads; and a potential reducing 
(^circuit connected between the positive power supply 
«— terminal pad and the reset signal input terminal pad; 
f^and a circuit for protecting erroneous operation of 
t—the 10 chip comprising a first circuit for detecting 
^ incomplete contact between the power supply termi- 
^nal pad and an external device to output a detecting 
O signal, and a second circuit for generating a reset 
^ signal to stop operation of the 10 chip in response to 
Ujthe detecting signal. 
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